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Faith, Family Spirit, Academic Excellence

Billings Catholic Schools
Student iPad Use Agreement

Grades K-12 e School-Owned Device Program

Billings Catholic Schools (BCS) provides every student in Grades K—12 with a school-owned iPad (SOD — School-
Owned Device) for use in their classes. The iPad remains the property of Billings Catholic Schools at all times. A
student’s right to possess and use a school-owned device is conditioned on full compliance with this Agreement,
the BCS Acceptable Use Policy (AUP), the Instructional Platforms, Al & Communication Tools Compliance
Agreement, and all other applicable school policies.

Personally-owned iPads may not be substituted for the school-issued device at any grade level. All students
must use their assigned BCS school-owned iPad.

1. Device Management & Supervision (Mosyle MDM)

All school-owned iPads are enrolled in Billings Catholic Schools’” Mobile Device Management (MDM) system,
Mosyle. This enrollment is mandatory and allows BCS to:

e Push approved apps, content, and configuration profiles to devices

e Enforce web filtering and content restrictions via Deledao (see Section 2)

e Remotely lock, wipe, or locate a device if lost or stolen

e Manage app installation and restrict unauthorized applications

e Apply classroom management features during instructional time

If an iPad is removed from MDM enrollment for any reason — including connecting to a computer and restoring
to factory or unsupervised settings — it may not be used at school or in connection with any school activity until
it has been re-enrolled by the Technology Department. Re-enrollment will erase the device. Students should
ensure all work is saved to OneDrive before any service or reset occurs.

Students and families may not remove the device from Mosyle enrollment, disable MDM profiles, or attempt to
manage the device outside of BCS’s systems. Intentionally resetting or unenrolling the device is a policy
violation and will result in loss of device privileges and disciplinary action, in addition to any costs associated
with re-enrollment or repair.

2. Web Filtering & Content Restrictions

All school-owned iPads have the Deledao web filtering agent installed. Because Deledao is agent-based (installed
directly on the device), content filtering is active at all times — at school, at home, and anywhere the device is
used. Filtering does not turn off when the device leaves campus.

e Students may not disable, bypass, or circumvent Deledao or any BCS content filtering.

e Use of VPNs, personal hotspots, or any other tools or methods to bypass content filtering is prohibited
and will result in disciplinary action.

e Content restrictions are set by BCS in accordance with school policy and age-appropriate guidelines.
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FortiGate network-level filtering also applies when the iPad is connected to any BCS network (Guest or
staff/student VLANSs). Both layers of filtering are active on campus.

3. Acceptable Use

Use of the school-owned iPad must at all times be consistent with the BCS Mission, Catholic values, and the
Acceptable Use Policy. The following rules apply at all times:

In the Classroom

iPad use in the classroom requires explicit teacher approval. Teachers may declare technology-free
periods at any time.

All classroom communication — audio, video, chat, or email — must be explicitly authorized by the
teacher for each class period.

Students must allow teachers and school administrators to observe device use at any time.
All devices must be surrendered immediately upon request by a teacher or administrator.

Students have no expectation of privacy for anything stored on, sent from, or received through a school-
owned device.

General Use

Apps installed on or used through the iPad must be consistent with BCS policy and the school’s Mission
and spirit. Only BCS-approved apps may be installed or used on the device for any purpose. Installing
unapproved apps, even for personal use, is not permitted.

Al tools may only be used in accordance with the BCS Al Use Policy. For schoolwork, the Al Use Level
specified by the teacher for each assignment governs what is permitted. Al tools may not be used on the
school-owned iPad for personal, non-academic purposes at any time. See the Instructional Platforms, Al
& Communication Tools Compliance Agreement.

Do not share your Apple ID, Managed Apple ID, Microsoft 365 password, or any other account
credentials with anyone.

Do not provide personal information to anyone over the internet without authorization from a parent,
guardian, or BCS staff member.

Keep the iPad with you or secured in your locker at all times during the school day. At school events,
athletics, performances, field trips, or any other school-related activity, the iPad must remain in your
possession or secured in a designated location. Do not share your locker combination with other
students.

Do not allow others (including siblings or family members) to use the school-owned iPad.

Hacking, jailbreaking, or otherwise tampering with the iPad’s operating system is strictly prohibited and
will result in disciplinary action and potential financial liability.

Do not use the iPad to record, photograph, or screenshot other students, staff, or school activities
without explicit prior authorization from a school administrator and, for student subjects, written
consent from their parent or guardian. Unauthorized recording or distribution of such content is a
serious violation and may result in additional disciplinary consequences.

Social media platforms (including TikTok, Instagram, Snapchat, YouTube, and similar services) and
personal messaging apps (including iMessage, WhatsApp, and similar services) may not be used on the
school-owned iPad unless explicitly authorized by a teacher for a specific instructional activity. Content
involving other students or staff may never be posted to social media from a school-owned device
without written consent.
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¢ Do not sign into a personal Apple ID on the school-owned iPad. Student Managed Apple IDs are
provided by BCS through Apple School Manager. Signing into a personal Apple ID may enable iCloud
storage, unauthorized app downloads, and other configurations that conflict with BCS policy.

4. Data Storage & Backup

Microsoft OneDrive is the required storage platform for all student work and documents. All apps that generate
or store documents (e.g., Microsoft Office apps, Notability, Photos) must be configured to back up to OneDrive.
e BCSis not responsible for data loss resulting from a device reset, MDM unenrollment, repair, or
replacement.
e Students are responsible for ensuring their work is saved to OneDrive before submitting the device for
service.
e Do not store BCS-related work on iCloud, personal Google Drive, Dropbox, or any non-BCS storage
platform. iCloud Photo Library must not be enabled on the school-owned device.

If the device is reset or replaced for any reason, content not backed up to OneDrive will be lost. This is the
student’s responsibility.

5. Customization & Settings

Device settings are managed by BCS through Mosyle MDM. Students may not change wallpaper, device names,
or any other system settings. The following restrictions apply:
¢ Do not change the device name. Device names are assigned and managed by the Technology
Department through Mosyle.
e Do not disable or modify any MDM profiles, configuration profiles, or managed settings.

¢ Do not install apps outside of the BCS-approved app catalog. All app distribution is managed through
Mosyle.

¢ Do not place stickers, labels, or markings on the iPad or its case other than the BCS identification label
applied by the school.

¢ Do not remove or tamper with any serial number, asset tag, or identification placed on the device.

6. General Care of the iPad

Students are responsible for the physical condition of their school-owned iPad. The following care guidelines
must be followed:

e Never attempt to open, repair, or reconfigure the iPad internally. All repairs must go through the
Technology Department.

e Keep the iPad in the BCS-provided protective case at all times. The school-issued case may not be
replaced with a personal case. If the case is damaged or lost, contact the Technology Department for a
replacement.

e Never place weight on the iPad or screen.
e Avoid eating or drinking near the iPad. Do not store food or food wrappers in the same bag as the iPad.

¢ Do not expose the iPad to liquids, extreme temperatures, direct sunlight for extended periods, or humid
environments (bathrooms, pool areas, etc.).
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e If the iPad has been in a cold environment, allow it to warm to room temperature naturally before use
or charging.

e C(Clean the screen with a soft, dry, anti-static cloth or an LCD-safe screen cleaner only. Paper towels may
scratch the screen.

e Charge the iPad fully each night. Only use the Apple charger provided with the device or a genuine
Apple-certified (MFi) charger. Uncertified or third-party chargers can damage the charging circuitry and
are not permitted.

e Plug the charger into the outlet first, then connect to the iPad.
e Report any damage, malfunction, or concerns to the Technology Department immediately.

7. Damage, Loss & Theft

School-owned iPads are covered by AppleCare, which covers manufacturer defects only. AppleCare does not
cover accidental damage, loss, theft, or negligence.

Damage

If a school-owned iPad requires repair or replacement due to damage not covered by the AppleCare warranty,
the student’s family will be charged for the cost of repair or replacement. All damage must be reported to the
Technology Department immediately.

All repairs to school-owned iPads are handled by the BCS Technology Department. Families should not take
devices to any repair shop directly, including Tesla’s Cellular Repair, without first coordinating with the
Technology Department. Unauthorized repair attempts — including taking the device to any shop without BCS
authorization — may void the warranty and will result in the family bearing full cost liability for any resulting
damage or loss of coverage. Report the damage to the Technology Department and the device will be submitted
for repair through BCS’s authorized repair partner:

Tesla’s Cellular Repair

111 S 24th St W, Unit 25, Billings, MT 59102

BCS submits all school-owned device repairs through Tesla’s. They use OEM parts, warranty their work, and
maintain AppleCare coverage. All repairs are coordinated exclusively through the BCS Technology Department.

Loss or Theft

Report lost or stolen devices immediately to the Technology Department and, if theft is suspected, to school
administration. The Technology Department can remotely lock and locate the device through Mosyle. Do not
wait to report a missing device — delays may increase the risk of data exposure.

Return of Device

All school-owned iPads must be returned when a student transfers, withdraws, or graduates from BCS. Failure to
return the device will result in a replacement charge issued to the family’s account. Devices must be returned in
good working condition; damage beyond normal wear will be assessed and charged accordingly. BCS determines
what constitutes normal wear at its sole discretion. Families who delay reporting damage risk being held
responsible for any additional damage that occurs in the interim. Summer and end-of-year device retention or
return requirements will be communicated by the Technology Department or campus administration prior to
the close of each school year. Students who retain devices over summer break remain bound by all terms of this
agreement.
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8. Financial Responsibility

BCS purchases and distributes iPads and pushes approved apps and content at no direct cost to families. The
following financial responsibilities apply:

e Families are responsible for repair or replacement costs for non-warranty damage, loss, or theft of a
school-owned device. Replacement costs reflect current Apple pricing at the time of replacement.

e All apps used on the school-owned iPad are distributed by BCS through Mosyle. Families may not
purchase or install apps independently. If a specific app is needed for instructional purposes, requests
should be directed to the Technology Department.

e There is no requirement for families to associate a credit card with a Managed Apple ID. Student
Managed Apple IDs are provided and managed by BCS through Apple School Manager and do not
require or support personal payment methods.

9. Parent & Guardian Responsibilities

The school-owned iPad is for the enrolled student’s academic use only. It is not a family device and may not be
used by siblings or other household members in any way that compromises the student’s access or the integrity
of BCS systems.

e Parents and guardians are responsible for supervising student iPad use at home and ensuring its primary
function remains academic. Parents should not sign their own Apple ID into the school-owned device, as
this may interfere with BCS-managed settings and app distribution. The device may not be used for
gaming, streaming entertainment, or other non-academic purposes outside of teacher-authorized
activities.

e The Deledao web filtering agent is active on the device at home. However, parents should still monitor
home use to ensure appropriate content and appropriate use of Al tools.

e Parents should ensure the iPad is fully charged each night and brought to school each day. A dead
battery or forgotten iPad is not an excuse for non-participation or missing work.

e By signing this agreement, parents/guardians acknowledge that the student is bound by this agreement,
the BCS Acceptable Use Policy, and all related policies, and accept responsibility for ensuring
compliance.

10. Violations & Consequences

Violations of this agreement or the BCS Acceptable Use Policy may result in one or more of the following:

e Temporary or permanent loss of iPad privileges

¢ Interim suspension of device access pending investigation of a suspected policy violation, at the
discretion of school administration or the Technology Director

e Financial liability for damage, repair, or replacement costs
e Disciplinary action in accordance with the campus Student Handbook

o Referral to appropriate authorities where BCS determines that conduct may constitute theft, intentional
destruction of property, or other criminal acts

School administration has authority to inspect the iPad and all stored content at any time, with or without prior
notice. Students have no expectation of privacy on school-owned devices.
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Acknowledgment & Signatures

By completing and submitting this form, the parent/guardian and student (Grades 5-12) acknowledge that they
have read, understand, and agree to comply with the requirements set forth in this agreement. Families in
Grades K—4 require parent/guardian signature only.

Effective July 1, 2026

Parent / Guardian Signature
Required for all grades K-12

Parent / Guardian Full Name Relationship to Student
Email Address Phone Number
Signature Date

Student Signature

Required for students in Grades 5—-12 only

Student Signature Date
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